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Abstract – This paper discusses the use of Bayesian
networks in a class of contemporary gas detec-
tion/classification problems. In particular, we expose
the properties of Bayesian networks which allow creation of
detection systems with good performance despite significant
deviations between the used models and the underlying
true probability distributions. Key to adequate grounding
of fusion processes is explicit representation of the locality
of causal relations in models of monitoring processes.
This provides guidance for a systematic and tractable
construction of complex detection systems correlating
very heterogeneous information. The resulting Bayesian
detection systems are experimentally validated.

1 Introduction
This paper introduces a robust approach to detection of

annoying/harmful gases using large quantities of heteroge-
neous information originating from noisy sources. The ob-
servations can be obtained from sensors and humans using
conventional communication infrastructure, such as mobile
phone networks, Internet, etc. Interpretation of observed
patterns requires domain models which provide a mapping
between the observations and the hypotheses of interest. In
order to be able to draw correct conclusions about hidden
events based on observations, the domain models must ade-
quately capture relations between the relevant variables;i.e.,
the models must be grounded in the real world. However,
construction of adequate domain models can be very chal-
lenging. Namely, the heterogeneity and large numbers of
information sources require domain models which capture
complex relations between many related phenomena.

It turns out that probabilistic causal models facilitate de-
sign of robust fusion solutions required for the gas detection
problems. Namely, in the targeted domains the observations
can often be viewed as outcomes of causal stochastic pro-
cesses. Such processes can be modeled with the help of
causal Bayesian networks (BN) [11] which provide a the-
oretically rigorous and compact mapping between hidden
events of interest and observable events.

However, the models are abstractions associated with sig-

nificant uncertainties as it is often difficult or even impos-
sible to construct models that perfectly capture processes
in the real world. The designers inevitably make mistakes
and usually there is not enough data to create perfect models
through machine learning. In case of BNs, the deviations oc-
cur in parameters as well as in the structure. In other words,
we are confronted with a grounding problem and the main
question is: ‘When do the domain models support good de-
tection?’

In order to answer this we systematically investigate how
parametric and structural inaccuracies in domain models in-
fluence the estimation processes and the expected classifica-
tion performance. It turns out that the theory on Bayesian
networks supports a systematic analysis of these problems
and facilitates solutions to robust detection systems. Par-
ticularly important is the locality of causal relations in BNs
and the corresponding factorization of probability distribu-
tions [11]. By considering the locality of causal relations,
design rules supporting construction of inherently robustfu-
sion systems have been derived [10]. In addition, the locality
of relations in causal processes and the properties of BNs,
justify simplifying assumptions, which make modeling and
inference tractable without jeopardizing the performanceof
the resulting detection systems.

The challenges and solutions are illustrated with the
help of a system which can detect the presence of annoy-
ing/harmful gases by using sensors and human reports.

In section 2 we provide a rationale for using causal
Bayesian networks for the targeted problem. Section 3 dis-
cusses construction of domain models while section 4 fo-
cuses on the modeling deviations and properties of BNs
which can be exploited for building of inherently robust de-
tection systems. In section 5 experimental evidence is pro-
vided for the properties of the proposed detection systems.

2 Causal Probabilistic Models
Often monitoring processes can be viewed as causal

stochastic processes, where hidden events cause observa-
tions according to certain probability distributions. Let’s as-



Figure 1: A causal model of a monitoring process capturing
relations between the possible states in a particular time slice
at a certain location, such as presence/absence ofGasX and
heterogeneous observations represented by leaf nodesEx

i
.

sume a system which detects the presence of a specific gas∗

at a certain location/area. The presence of the gas causes
conditions under which certain type of semiconductors fea-
tures distinctive conductivity. Introduction of a sensor mea-
suring a particular type of conductivity will introduce a se-
quence of sensor reports, either confirming or refuting the
presence of the gas. Similarly, humans are likely to report
about typical symptoms (e.g. smell).

Such a causal process can be described through the graph
shown in Figure 1, where each node represents a binary
variable; e.g.GasX = true if the gas anomaly is present,
otherwiseGasX = f alse. Situations under which a semi-
conductor element and an ionized gas mixture feature typi-
cal conductivity is captured by variablesCond andIon, re-
spectively. In particular, the states of binary variableCond
correspond to the situations† where electrical current un-
der ideal circumstances would either exceed some detection
threshold (i.e.Cond = true) or remain below that threshold
(i.e. Cond = f alse). VariablesSCond

1
andSCond

2
denote the

measured conductivity on specific semiconductor elements
in the first two sensors, whileSIon

3
denotes the measured

conductivity of the ionized gas mixture in the third sensor.
Moreover, binary variablesCCond

1
,CCond

2
,CIon

3
represent the

status of electronic components of the three sensors evalu-
ating the measured conductivity‡. If all electronic compo-
nents of thej − th sensor using a semiconductor element
work correctly, thenCCond

j
= ok. OtherwiseCCond

j
= f ail.

A sequence of reports produced by a sensor is denoted
by binary variablesEx

1
, . . . ,Ex

n, wherex represents the in-

∗For the sake of simplicity we say that the gas is present if itsconcen-
tration exceeds some critical value. Otherwise we say that the gas is absent.
†a gas mixture in which partial pressure ofGasX exceeds a threshold

causing significant currents in a perfect semiconductor element
‡In this case each variable represents the global status of the entire elec-

tronic circuitry. We could also explicitly represent the states of each in-
dividual electronic component with interconnected variables of lower di-
mensionality, which would result in more incoming links to the variables
representing reports.

formation type. Ex
i
= true if a sensor report supports

the hypothesisGasX = true. In this example, sub-
graphs containing nodesSCond

1
,CCond

1
,ECond

1
, . . . ,ECond

m and
SCond
2
,CCond

2
,ECond

m+1
, . . . ,ECond

n describe processes in two sen-
sors measuring the conductivity on semiconductor ele-
ments. The subgraph consisting of nodesSIon

3
,CIon

3
and

EIon
n+1
, . . . ,EIon

o , on the other hand, corresponds to the third
sensor measuring conductivity of the ionized gas mixture. In
addition, humans who have olfactory reactions toGasX can
submit reports on what they smell via an automated call ser-
vice or a web-interface. The states of binary variableSmell
represent situations in which people familiar with a typical
smell ofGasX either do or do not recognize the smell. More-
over, each individual report is represented by a nodeESmell

i
.

All nodes mentioned above correspond to variables whose
states are outcomes of a causal stochastic process. We call
these variablesProcess variables. In Figure 1 all non-root
nodes and nodeGasX correspond to process variables.Con-
text variables, on the other hand, represent phenomena that
influence a causal process of interest while they can be con-
sidered independent of the same process. Consequently, in a
causal model such variables are always represented through
root nodes. Context variables represent boundary conditions
of a causal process. In the example from Figure 1 the root
nodes corresponding to variablesT andM are context vari-
ables.

Note that in this case information fusion can be viewed
as the estimation of distributions over the states ofprocess
variableswhich are not directly observable.

2.1 Bayesian Networks
Stochastic relations in causal processes can be described

through conditional probabilities. Consequently, the pre-
sented observation generating processes can efficiently be
modeled with the help of discrete Causal Bayesian networks
(BN) [11]. A BN consists of a qualitative and quantitative
part. Thequalitative part is specified through a directed
acyclic graph (DAG), where each variable in the domain is
represented as a node§. The nodes are connected through di-
rected edges, which represent direct dependencies between
the represented variables. An example of a DAG can be
found in Figure 1. The strength of stochastic relations be-
tween discrete variables is specified by conditional proba-
bility distributions over variables given their parents inthe
DAG. These distributions are captured by conditional prob-
ability tables (CPTs), which represent thequantitative part
of a BN.

In principle, each BN encodes a joint probability distribu-
tion (JPD)P(V) over a set of variablesV through a product
of conditional probabilities

∏

i P(Xi|π(Xi)), whereXi ∈ V

correspond to a node in the DAG andπ(Xi) is the set of par-
ents ofXi in the DAG. In other words, the factorization of
the JPDP(V) corresponds to the topology of the DAG.

The JPD factorization is exploited for efficient inference
with Bayesian networks [6], i.e. computation of marginal

§Terms node and variable are used interchangeably in this paper.



distributions over arbitrary variables in the model, giventhe
observed states (i.e. evidence). In the presented detection
system, the inference in BNs is used for the computation of
the posterior probabilityP(GasX|E), whereE denotes a set
of observations (i.e. instantiations of certain variablesor an
observation pattern). IfP(GasX = true|E) > P(GasX =
f alse|E) the detection system assumes thatGasX is present.
Note that the same principle can be used for the classifica-
tion of gases, where each state of the hypothesis variable
would correspond to a particular gas.

Exact inference is in principle possible only if the factor-
ization of a JPD corresponds to a factor tree [7]. This is the
case if (i) a BN has a DAG with a tree topology or (ii) a mul-
tiply connected BN is compiled into a secondary structure,
such as for example a Junction tree. Alternatively, by instan-
tiating appropriate variables in a multiply connected BN we
obtain a model which is equivalent to a factor tree without
any compilation of secondary structures [3]. For example,
this is achieved if variablesM andT in the model from Fig-
ure 2 are instantiated; we obtain a system which corresponds
to a set of factors that share a single process variableGasX.

The model depicted in Figure 1 corresponds to a single
time interval (i.e. time slice) in which a sequence of obser-
vations was obtained while the states of non-leaf variables
includingGasX remained constant; within such a time slice
the electronic circuitry of a sensor evaluates the measure-
ments and generates a stream of sensor reports. We assume
that the domain’s hidden phenomena arequasi-staticin the
sense that they do not change during a single time slice. For
example, in Figure 1 nodesGasX andCond represent the
presence/absence of gas and conductivity of the semicon-
ductors, respectively. We assume that for the duration of the
time slice eitherGasX = true orGasX = f alse. On the other
hand, within a time slice we obtain several sensor reports at
different points in time, which in turn can be seen as a result
of a first order Markov process. However, since we assume
that the non-leaf nodes arequasi-staticduring a time slice,
we can equivalently describe such a process through a set of
branches rooted in a single node (see [2]). In other words,
for each observation from a sequence obtained within a sin-
gle time slice we obtain a correct causal model by simply
appending a new leaf node (see for example the leaf nodes
Ex
i

in Figure 1).

3 Model Construction
By explicitly considering causality, it turns out that in

domain models capturing monitoring processes, the critical
dependencies can easily be determined. In such domains
causal processes are well understood, since they are to a
great extent created through designers of monitoring sys-
tems and operators; such processes are created by (i) putting
together various man-made components, such as sensors,
communication systems and (ii) exploitation of well known
procedures, such as asking people that call an emergency
center specific questions about the symptoms and percepts.
We can safely assume that sensor developers understand

main aspects of causal mechanisms in the sensing devices
while the professionals in an estimation process follow well
established procedures.

Model construction consists of (i) the development of
causal graphs, which capture direct dependencies between
the variables, i.e. qualitative knowledge, and (ii) the deter-
mination of the parameters which capture the strength of the
causal (stochastic) influences, i.e. quantitative knowledge.

3.1 Construction of Causal Graphs
Construction of causal domain models for gas detection is

exploiting the fact that with each sensor or a human reporter
a new local causal process is introduced to the domain. By
introducing a new gas sensor, the gas initiates processes on
the measuring element and in the sensor’s circuitry which
eventually produces sensor reports. For example, the pro-
cess introduced by the third sensor is captured by the graph
fragment consisting of variablesSIon3 ,CIon

3 andEIon
n+1
, . . . ,EIon

o

shown in Figure 1. In principle, the local processes within a
sensor become part of the overall mechanism generating ob-
servations. Similar reasoning applies to human observers.

Moreover, each type of sensors usually provides observa-
tions about a single phenomenon represented by aprocess
variable, such as, for example,Cond and Ion in Figure 1.
Thus several sensors of the same type are influenced by a
single phenomenon resulting from a causal process and a
few boundary conditions represented bycontext variables,
such asM andT in Figure 1. In addition, components and
reports of one sensor do not influence components and re-
ports of another sensor. Thus, we can represent a process
generating observations of a certain type with a network
fragment which is sparsely connected to other fragments
(see, for example, Figure 1). Only variables for which direct
dependencies exist are connected directly.In other words,
the resulting causal graph describing the overall observa-
tion generating process is sparsely connected.

3.2 Determination of Parameters
The modeling parameters, i.e. the conditional probabil-

ities defining the CPTs, are obtained with the help of the
Maximum-likelihood estimation method [5], for example,
or through expert introspection. The former is a sound solu-
tion, however, it is viable if all variables in the model can be
observed. In case of partially observable models EM algo-
rithm can be used [1]. Sometimes, experts can estimate the
conditional probabilities.

In principle, the CPTs relating variables corresponding to
the sensor components, observed phenomena and the ob-
servations can be estimated by repeated experiments. In
some cases, this approach can be also practical for the es-
timation of CPTs relating human reports and the presence
of gases. For example, we could extract such relations from
the database compiled by the DCMR milieudienst in Rijn-
mond, an environmental protection agency in the Port of
Rotterdam. The database captures complaints/reports of cit-
izens collected during incidents with known causes. The



P(ESmell
i
|GasX) GasX = true GasX = f alse

ESmell
i
= yes 0.75 0.34

ESmell
i
= no 0.25 0.66

Table 1: Conditional probability tables capturing relations
P(ESmell

i
|GasX).

database allowed estimation of conditional probability dis-
tributions for simple reports from citizens indicating the
presence or absence of an industrial air pollution, i.e. an
anomaly caused by an abnormal concentration of any sub-
stance that can be classified as gas, chemical vapor or oil
derivatives, which are typically released by the industry¶.
In this caseGasX = true corresponds to the presence of
such an anomaly. In principle we counted how often com-
plainers responded with yes/no to a question ”Does the smell
remind you of a chemical or oil or gas?” This question could
be asked via a web-page or by an automated response sys-
tem when complainers call a special number provided by
the DCMR. In the latter case the complainers respond by
pressing various options, such as 1 for yes, 2 for no and 3
for don’t know. By using the DCMR database we extracted
the perception modelP(ESmell

i
|GasX) for citizens shown in

Table 1. The estimation of the parameters in Table 1 was
based on 586 incidents for which the cause of complaints
was known. The95% confidence intervals for the parame-
ters were±0.03 for P(ESmell

i
|GasX = true) and±0.037 for

P(ESmell
i
|GasX = f alse), respectively‖.

4 Modeling Deviations
In real world settings it is impossible to obtain perfect

models. The structure as well as the parameters inevitably
deviate from the reality. In this section we discuss the origin
of such deviations and mitigation of their impact.

4.1 Structural Deviations
Structural deviations are likely to be present in a causal

model either due to the lack of knowledge of the true rela-
tions and relevant variables or they are introduced on pur-
pose in order to simplify modeling and reasoning processes.

Figure 2 shows a simplified model derived from the model
depicted in Figure 1. The influence of the sensor compo-
nentsCx

j
on sensor reports was ignored and variablesCond

andIon were omitted.
In this model we can identify two types of structural er-

rors resulting in the introduction of confounding variables
[12]. We facilitate the discussion by introducing two types
of modeling fragments which can be identified in the true
model in Figure 1: Confounding Modeling Fragments and
Interactive Fork Modeling Fragments, respectively.

¶From the decision maker’s point of view, it is important to differentiate
between complaints indicating an industrial air pollutionand other pollu-
tion types, since the former is likely to involve harmful substances.
‖The computation of these intervals was an approximation based on the

fact that for large numbers binomial distributions approach normal distri-
butions [8].

Figure 2: A simplified causal model of a monitoring process.

Definition 1 (Confounding Modeling fragment). A Con-
founding Modeling Fragment (CM fragment) is a graph
defined over a set of multinomial random variables inV

consisting of a hypothesis variableZ ∈ V, a set of con-
founding variablesC ⊂ V, whereC = {C1, . . . ,Cm}, and a
set of observable variablesX ⊂ V, whereX = {X1, . . .Xn},
with the following dependence structure:

C1 Cm Z

X1 Xn

The parameters of the model are denoted byθc and rep-
resent the CPT values corresponding to discrete (condi-
tional) probability distribution values of the variablesV in
the model.

Examples of CM fragments can be found in Figure 1 (see
the dashed rounded rectangles). Note that the variables rep-
resenting the status of electronic components are not rep-
resented in the simplified model from Figure 2. Conse-
quently,CCond

j
’s become confounders [12] in the simplified

model which incorrectly implies independence(ECond
p y

ECond
q |SCond

j
)P
∗∗ for an arbitrary pair of measurementsECond

p

andECond
q from the j − th sensor. Such a simplification is

often inevitable due to the lack of knowledge and modeling
resources. For example, it might be difficult to identify all
influences of the electronic circuitry, determine the proba-
bility of failure of a sensor represented byCCond

j
and to find

the exact strength of their influence on the sensor reports.
The modeling errors influence the computation of

P(ECond
1
, . . . ,ECond

m |SCond
j

), the likelihood ofSCond
j

, given the
observations influenced by this variable. These likelihoods
are passed in the inference algorithm asλ-messages [11]. In
order to investigate the impact of such errors we compute the
absolute difference between (i) the likelihoodsP(E|SCond

j
)

obtained with the correct CM fragment (see dashed rect-
angles in Figure 1) and (ii) the likelihoodP∗(E|SCond

j
) ob-

tained with simplified fragments (see dashed rectangles in

∗∗Notation (X y Y|Z)P means that a set of variablesX is conditionally
independent of variablesY, given that the variables from setZ are observed
(see [12]).



Figure 2):

f c
∆(E|s j)

(θc) = |Pc(E|s j) − P∗c(E|s j)|, (1)

where s j is a state of the variableSCond
j

while E repre-
sents evidence instantiation for the observation variables
ECond
i

which are directly influenced bySCond
j

. The differ-

encef c
∆(E|s j)

(θc) is computed for a specific parameterization

θ
c of the model.
It turns out that the impact of the omission of the con-

founding variables depends on the prior distribution over the
states of the confounding variables. The influence of the
prior is shown in Figure 3, where for a particular states j the
expectedvalue of f c

∆(E|s j)
is plotted over different values of

prior probabilityP(CCond
j
= true) = α for different numbers

of observation nodes (see the embedded legend in Figure 3).
This computation took into account distributions over the
instantiations of the evidence variables (i.e. observations),
which were based on the ground truth parameterizations
captured by the CPTsP(ECond

i
|SCond

j
,CCond

j
). The ground

truth CPT parameters were sampled from a uniform distri-
bution. The CPTsP(ECond

i
|SCond

j
) of the erroneous model, on

the other hand, were obtained by marginalizingCCond
j

out of

the productP(CCond
j

)P(ECond
i
|SCond

j
,CCond

j
), whereP(CCond

j
)

denotes the true prior probability overCCond
j

. Note that, the

prior probability overP(SCond
j

) is not relevant, since likeli-
hoods are computed. The plot shows that with increasing
numbers of observation nodes also the absolute difference
of likelihoods increases. However, this difference remains
small if priors are close to 1 or 0. Similar is true for the
sensors measuring the phenomena represented byIon.

In general, it is plausible to assume that sensor compo-
nents are reliable and the prior probability of a failure of the
sensor’s circuitry (i.e.CCond

j
= f alse) is low. Therefore, in

the presented use case,CCond
j

does not have a significant im-
pact on the computation ofλ-messages and, consequently,
on the overall classification performance.

Another important fragment type in the presented prob-
lem is the Interactive Fork Modeling Fragment (The term
interactive forkoriginates from [12]).

Definition 2 (Interactive Fork Modeling Fragment). An In-
teractive Fork Modeling Fragment (IFM fragment) is a
graph defined over a set of multinomial random variables
in V, consisting of a hypothesis variableZ ∈ V, a medi-
ating variableM ∈ V and multiple observable variables
X ⊂ V, whereX = {X1, . . . ,Xn} with the following depen-
dence structure:

Z

M

X1 Xn
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Figure 3: The expected likelihood deviation for the binary
CM fragment as a function of the prior probability distribu-
tion over a confounding variable.

The parameters of the model are denoted byθm and rep-
resent the CPT values corresponding to discrete (condi-
tional) probability distribution values of the variablesV in
the model.

An example of an IFM can be found in Figure 1 (see
the subgraph spanningGasX, Cond, SCond

1
andSCond

2
shown

as gray nodes). Note thatCond is not represented in the
simplified model from Figure 2 and, therefore, it becomes
a confounding variable. In the true model the variables
SCond
1

andSCond
2

are mediated by the variableCond. How-
ever, without explicitly representingCond, the simplified
model incorrectly asserts the following conditional inde-
pendence(SCond

1
y SCond

2
|GasX)P in the underlying proba-

bility distribution. The omission of the mediating variable
Cond influences the computation of the likelihood ofGasX,
given the observations from all sensors measuring the phe-
nomenon corresponding toCond. We investigate this ef-
fect by computing the absolute difference between the like-
lihoodsP(E|GasX), obtained with the true model from Fig-
ure 1 and the likelihoodP∗(E|GasX), based on the erroneous
model shown in Figure 2:

fm
∆(E|gasx)(θ

m) = |Pm(E|gasx) − P∗m(E|gasx)|, (2)

wheregasx is a state of variableGasX andE represents the
evidence obtained by the sensors measuringCond. The dif-
ference fm

∆(E|gasx)
(θm) is again computed for a specific pa-

rameterizationθm of the model.
It turns out that the impact of the omission of the me-

diating variables depends on the strength of the CPTs cap-
turing P(SCond

1
|GasX) andP(SCond

2
|GasX), respectively. To

show this we used the correct and the erroneous fragments
consisting of gray nodes in Figure 1 and Figure 2, respec-
tively. The influence of the CPT is shown in Figure 4, where
for a particular state ofGasX the expectedlikelihood dif-
ferencefm

∆(E|gasx)
(θm) was computed over different values of

the conditional probabilityP(Cond = true|GasX = true) =
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Figure 4: The average likelihood deviation for the binary
IFM as a function of the CPT strength.

P(Cond = true|GasX = f alse) = α for different numbers of
observation nodes. The ground truth CPTs relating the high-
lighted nodes in Figure 1 were used for the determination
of the distributions over the evidence instantiations. These
CPTs were sampled from a uniform distribution. The con-
ditional probabilitiesP(SCond

j
|GasX) used in the erroneous

model, on the other hand, were computed from the true dis-
tributions by marginalizing out variableCond. Note that the
parameters forP(GasX) are irrelevant since we are inter-
ested in the likelihood ofGasX.

The plot in Figure 4 shows that theexpecteddifference in
likelihood fm

∆(E|gasx)
is the smallest whenα is close to 0, 0.5

and 1. Thus, if the CPT relatingGasX andCond is strong
then the omission ofCond does not have a significant impact
on the computation ofλ-messages and, consequently, on the
overall classification performance.

4.2 Deviations of Modeling Parameters
In real world problems it is very likely that the amount

of data is limited and detailed knowledge about all aspects
of the domain is not available. Consequently, the condi-
tional probability distributions encoded in the model (i.e. the
parameters) significantly deviate from the true conditional
probability distributions. For example, it is difficult to find
parameters that precisely describe the distributions overthe
combinations of the sensor states and states of the related
phenomena, such as for exampleP(SC

1
|Cond). Similarly, it is

often difficult to obtain modeling parameters that precisely
describe the true probability of obtaining certain types ofre-
ports from humans, given the presence of various chemical
substances; systematic databases with sufficient reports,as
the one used for the estimation of the CPT shown in table 1,
are rather an exception.

However, by considering the theory of BNs it was shown
that reliable classification can be achieved even if the param-
eters significantly deviate from the true probabilities, aslong
as the used BNs satisfy simple conditions [4, 10].Key to

robust inference are relations between the true conditional
probability distributions and the distributions capturedby
the used CPTs [10]. Let’s assume a true conditional proba-
bility distributionP(E|C) between variablesC andE whose
statesci ande j correspond to causes and effects, respectively.
It can be shown that a system is robust if the used CPTs
P∗(E|C) and the true distributionsP(E|C) satisfy simple con-
ditions:

∀e j ∈ E : argmax
ci

P∗(e j|ci) = argmax
ci

P(e j|ci). (3)

and
0.5 <

∑

e j∈Bci

P(e j|ci), (4)

whereBci is the set of all states ofE for which the likeli-
hood of stateci is maximum:Bci = {ek|∀c j , ci : P

∗(ek|ci) >
P∗(ek|c j)}. In case of binary variables the relations (3) and
(4) are satisfied if, in both, the CPT describing the true
conditional probabilities and the CPT from the model, the
elements of the same diagonal exceed 0.5. For example,
let’s assume a true distributionP(E|C) over binary variables
E and C:P(e|c) = 0.7, P(e|c) = 0.3, P(e|c) = 0.4 and
P(e|c) = 0.6. We say that a CPTP∗(E|C) in a model cor-
rectly captures relations between the true probabilities if its
parameters satisfyP∗(e|c) > 0.5 ∧ P∗(e|c) > 0.5.

In the targeted domains it is often plausible to assume that
relations (3) and (4) can reliably be identified by experts
or extracted from relatively small data sets with the help of
machine learning techniques.

Moreover, in [10] it was shown that if the BN corre-
sponds to afactor treewhose root is the hypothesis variable,
then the expected classification accuracy asymptotically ap-
proaches 1 with the growing number of branches rooted in
the hypothesis variable if relations (3) and (4) are satisfied
for all CPTs in the BN. This is a consequence of the inherent
properties of the BNs [10] and it is supported by the exper-
imental results from section 5. A factorization corresponds
to a factor tree if the BN has a DAG with a tree topology or
appropriate variables in multiply connected BNs are instan-
tiated. Example of the latter is instantiation of variablesM
andT in the multiply connected model from Figure 2.

If many information sources are available, we can obtain
BNs corresponding to factor trees with large branching fac-
tors, which makes fusion reliable even if we use CPT param-
eters that deviate from the true distributions significantly.
This can be illustrated with a simple example, where the de-
tection is based on complaints only and the true distribution
P(ESmell

i
|GasX) is given by table 1. Thus, we would instan-

tiate only the leave nodes corresponding to smell observa-
tions in the model from Figure 2. This would be equivalent
to reasoning with a naive BN. If 0.5 were used as the deci-
sion threshold, the detection would be equivalent to simple
majority voting [10]. Consequently, we can show that the
lower bound on the detection performance would asymp-
totically approach 1 for arbitrary CPTsP∗(ESmell|GasX) as
long as they satisfy the following relations:P∗(ESmell

=



true|GasX = true) = P∗(ESmell
= f alse|GasX = f alse) >

0.5, given the table 1. For 11 reports the expected detec-
tion accuracy would exceed 0.86 while the accuracy would
exceed 0.96 if we obtained more than 30 reports.

5 Experimental Results
The properties of the proposed Bayesian detection sys-

tems were demonstrated in a series of experiments. We cre-
ated several detection systems with different configurations
of chemical sensors and reports from humans. For each con-
figuration we created a ground truth model, capturing the
true distributions over the variables in a monitoring process.
Such a ground truth model was used for the computation
of distributions over all possible observation patterns which
were then fed to different versions of detection systems and
the expected classification performance forGasX was com-
puted. We consider three types of detection systems:

Detection system 1had a perfect domain model††, that
is, the structure and parameters are both correct.

Detection system 2used the domain model with a perfect
structure, however, the CPT parameters differed from the
true parameters. For all nodes, exceptGasX,CCond

i
andCIon

i
,

the CPT parameters deviated from the true probability up to
0.2, while the greater than/smaller than relations between
parameters of the true CPTs were preserved.

Detection system 3had a simplified structure and the
CPT parameters differed significantly from the true param-
eters. In the simplified structure the variables of sensor
components,Ion andCond were omitted. All new CPTs
were computed from the true model and additional devia-
tions were introduced similarly to the case 2.

For each statez′ of GasX we computed the probabil-
ity that a certain observation patternE will materialize,
i.e. P(E|GasX = z′). Moreover, for each observation
pattern and each detection system with parametersθ and
structureG the posterior probabilityP(GasX|E,θ,G) was
computed. This posterior was used for Bayesian classi-
fication [5]; the classifier returns statêz for which ẑ =
argmaxz P(GasX = z|E,θ,G). Based on the classified state
ẑ and the computed probability for a given observation
patternP(E|GasX = z′) the expected classification accu-
racy is computed. The overall expected classification ac-

††Since the numbers in columns of a CPT sum up to one, the models
were fully defined by the following parameters:P(Cond = true|GasX =
true) = P(Cond = f alse|GasX = f alse) = 0.9, P(SCond

i
= true|Cond =

true) = P(SCond
i

= f alse|Cond = f alse) = 0.95, P(Ion = true|GasX =

true) = P(Ion = f alse|GasX = f alse) = 0.95 andP(SIon
i
= true|Ion =

true) = P(SIon
i
= f alse|Ion = f alse) = 0.9. Moreover,P(GasX) = 0.5,

P(CCond
i

) = 0.99, P(CIon
i

) = 0.99 and for P(ESmell
i
|GasX) we use the

CPT in Table 1. For the sensor observation models we usedP(ECond
j

=

true|CCond
k

= true,SCond
i

= true) = 0.9, P(ECond
j

= true|CCond
k

=

f alse, SCond
i

= true) = 0.1, P(ECond
j

= true|CCond
k

= f alse, SCond
i

=

true) = 0.2, P(ECond
j

= true|CCond
k

= f alse, SCond
i

= f alse) = 0.05,

P(EIon
j
= true|CIon

k
= true,SIon

i
= true) = 0.95, P(EIon

j
= true|CIon

k
=

f alse, SIon
i
= true) = 0.05, P(EIon

j
= true|CIon

k
= f alse, SIon

i
= true) = 0.15

andP(EIon
j
= true|CIon

k
= f alse, SIon

i
= f alse) = 0.1.

curacyE(acc) of a system is obtained by summing over all
P(E|GasX = z′)P(GasX = z′), for which the classifier using
a particular model with parametersθ and structureG re-
turned the true statez′: z′ = argmaxz P(GasX = z|E,θ,G);
i.e. the expected classification accuracyE(acc) is the sum of
all probabilities of the situations for which the ground truth
statez′ equals to the classified stateẑ.

detection system
constellation of information sourcesreports 1 2 3

1x Cond 3 0.6721 0.6721 0.6721
1x Cond, 1x Ion and 1x Complaint 7 0.7612 0.7452 0.7408
3x Cond, 1x Ion and 1x Complaint 13 0.7978 0.7894 0.7797
3x Cond, 1x Ion and 3x Complaint 15 0.8489 0.8402 0.8402

Table 2: Expected classification accuracy of gas anomaly
detectors as a function of the number of reports.

For the three detection systems, i.e. systems 1, 2 and 3,
the expected classification accuracy is given in Table 2 for
different constellations of information sources. From this
table we see that, compared to the perfect detection sys-
tem 1, the classification performance of system 2 is reduced
through deviating parameters. Structural deviations of sys-
tem 3 have even greater impact on the performance. How-
ever, as more information sources are added to the system
the classification performance increases for all three detec-
tion systems and would eventually converge to 1 as the num-
ber of sensors and reporters would approach infinity. Thus,
the impact of modeling deviations can be mitigated by in-
creasing the types and the number of information sources.
Note also, that in system 3 the impact of the omission of
Cond is not negligible with respect to the computed likeli-
hood ofCond. Still, the impact on the overall system was
mitigated by adding other types of sources, such as reports
on smell (see last row in Table 2).

6 Discussion
In this paper we show that causal Bayesian networks al-

low efficient construction of fusion systems which support
robust gas detection in real world applications. The focus
is on the causal perspective which facilitates construction of
well grounded models in several ways and provides guid-
ance for the construction of inherently robust systems.

By explicitly using the knowledge about causal relations
in the domain we can often construct models which are
simplifications of the true processes, while they contain all
variables and relations which are critical for good detec-
tion/classification. By adopting a view in which the obser-
vations are outcomes of causal stochastic processes we con-
struct models which include variables that have a physical
meaning and whose states represent measurable‡‡ outcomes
of stochastic causal processes.

In addition, by knowing direct influences between the rel-
evant phenomena in the domain we obtain a sound rationale

‡‡There exist measurement devices or we know coarse tendencies from
our experience



for the choice of the modeled relations between the vari-
ables; e.g. we know that components and reports from dif-
ferent passive chemical sensors do not influence each other.
Consequently, the resulting causal models are not fully con-
nected. In fact, as we show in this paper, the models can
have sparse structures, which are associated with relatively
low numbers of parameters. This has important implica-
tions regarding the tractability of the parameter estimation
processes; good parameter estimates can be obtained from
limited data sets.

On the other hand, with the help of rigorous theory of
Bayesian networks we can understand the impact of differ-
ent types of modeling simplifications and inevitable devia-
tions with respect to the true processes. This allows further
reduction of the model complexity and construction effort
without a significant impact on the grounding of the fusion
processes and, consequently, the detection performance.

We identified two common types of structural violations,
which are inevitable in real world settings and showed that,
under realistic assumptions, they do not have a significant
impact on the overall detection performance. Moreover,
in [10] it was shown that factorization captured by the do-
main models influences the robustness of Bayesian classifi-
cation/detection processes. It turns out that BNs relevantfor
the discussed detection problems factorize the joint proba-
bility distribution, such that robust fusion can be achieved
with respect to the deviations between the modeling param-
eters and the true distributions over the variables of interest.
This is important since in the targeted domains it is often
very difficult to obtain parameters which precisely describe
the true distributions. For example, it is difficult to obtain
enough data from all possible situations in which a sensor is
operating. Even more challenging is to obtain useful sensor
models for human reporters. However, as it was shown in
[10], we can achieve good detection performance if we are
able to identify simple relations between the true probabil-
ities. Estimation of such relations is often tractable. This
was confirmed in a recent pilot study carried out in coop-
eration with the University of Amsterdam and the DCMR,
which showed that reports from humans in an industrial area
indeed support effective detection.

Theoretical discussion in this paper is supported by ex-
perimental results based on an example of a gas detection
system using complex patterns originating from heteroge-
neous information sources, such as different types of chemi-
cal sensors and humans. The experimental results show that
the detection performance is affected by the parametric and
structural model deviations, but the performance loss can
be compensated by adding more information sources to the
system.

An initial prototype of the presented detection system has
been created and is currently being evaluated with chemi-
cal sensors. The sensors are not calibrated for specific gases
but can be used for simple anomaly detectors which are in-
corporated into a distributed Bayesian gas detection system.
Moreover, we implemented a system supporting automated
querying of people. In order to avoid automated parsing and

understanding of spoken language, we introduced query-
ing methods which reduce the human responses toyes, no,
don’t know .

The presented detection system is part of a larger gas
tracking framework which also makes use of dynamic
Bayesian networks modeling the gas propagation processes
[9]. A preliminary validation of the detection and track-
ing system was carried out with real world sensor data and
human reports collected by the DCMR Milieudienst Rijn-
mond. While the initial results are encouraging, more ex-
periments are currently underway to obtain statistically sig-
nificant evidence for the overall system performance.
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